Table of Contents
IMO_GDE_0001

[image: image1.png]Independent
Electricity
Market Operator





Disclaimer

The contents of these materials are prepared in draft form only for discussion and information purposes and are provided "as is" without representation or warranty of any kind, including without limitation, accuracy, completeness or fitness for any particular purpose.  The Independent Electricity Market Operator (IMO) assumes no responsibility to you or any third party for the consequences of any errors or omissions.  The IMO may revise, withdraw or make final these materials at any time in its sole discretion without notice to you.  Although every effort will be made by the IMO to update these materials to incorporate any such revisions it is up to you to ensure you are using the most recent version.
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Ontario Electricity Sector Emergency Planning Task Force Market Participant Emergency Planning Guidelines

Date:      

Company:      


Guideline
Regulatory, Plan Or Procedure Reference
Comment

This guideline is to be used by Market Participants to prepare emergency plans to address the particular requirements of the electricity sector.  It is intended that these guidelines be applied and emergency planning executed commensurate with the risks faced by the particular organization and the characteristics of that organization.

These Guidelines consolidate the applicable elements of the Canadian Standards Association standard “Emergency Planning for Industry” (CAN/CSA-Z731-95) with those determined by the Emergency Planning Task Force (EPTF) to be required for a complete plan. Headings and item numbers correspond with Appendix D, “Audit” of the CSA Standard.

It is the responsibility of each company/Market Participant to adequately address in the emergency plan each of the elements listed below.  If an element is determined by the company/Market Participant to not apply to its business, describe in the comments section of that element, the particular reason for not addressing it.

This document will greatly assist IMO in assessing the adequacy of Market Participant plans for meeting the intent of Bill 35 and the Market Rules.
N/A
     

Appendix D



D2.  Emergency Preparedness Audit Material



D2.1  Hazard Analysis



This section in the CSA standard addresses an analysis of potential hazards that may impact the company/Market Participant.  The section primarily focuses on hazardous materials and environmental issues.

For the electricity Market Participant, ensure that potential hazards that may impact or affect the electricity supply are addressed.
     
     

(a)
Has a hazard analysis been completed for the Market Participant?
     
     

D2.2  Authority



(a)
Identify legislation, regulations and contractual agreements that apply to your company and that are relevant to electricity supply.
     
     

(b)
Have government and other organizations involved in electricity supply operations and their statutory authority (laws and policies) been clearly identified?  Are there additional authorities during emergency operations?
     
     

(c)
Are there additional regulations or permit conditions that require the preparation of an emergency response plan?
     
     

D2.3  Organizational Structure



(a)
Has a chain of command been established and identified in the plan for response through all levels of operations?
     
     

(b)
Are the roles, relationships, and internal co-ordination procedures delineated, understood, and acknowledged by all affected parties?  
     
     

(c)
Are the interrelationships and co-ordination procedures between government and non-government organizations clearly delineated and understood? Does the plan address mutual responsibilities?
     
     

(d)
Have the following organizations been included in emergency planning? Organizations may include:  fire; police; environmental, transportation, and other agencies with legal responsibility for public safety. 
     
     

(e)
How is the response system activated?
     
     

(f)
Who is the individual designated to administer the emergency preparedness program?
     
     

(g)
Does the plan address co-ordination and communication procedures with contiguous or neighbouring electricity Market Participants during emergency situations?
     
     

(h)
Does the plan address co-ordination with government authorities in determining those parts of the service area requiring priority of service during an emergency electricity outage situation?


Market Participant emergency preparedness plans shall identify the mitigating actions to minimize the impact of an extended electricity service disruption on public health and safety.


Acceptance criteria:

· The emergency plan shall reference Market Participant arrangements made with customers, local government, emergency service providers and health representatives to confirm their understanding of the measures in place.

· The emergency plan must indicate the manner in which the impact of an electricity emergency on public health and safety is mitigated.
     
     

(i)
Do the responsibilities of the manager/ coordinator of emergency preparedness include development, implementation and maintenance of the emergency response plan and procedures; development and conduct of training and drill/exercise programs; and maintenance of emergency response facilities and equipment?  
     
     

(j)
Do the plans clearly define lines of authority within the organization and lines of succession for key management positions during an emergency?
     
     

(k)
Is each position in the company emergency response organization (ERO) staffed with a designated primary and back-up person?
     
     

(l)
Does each ERO position have listed specific emergency response responsibilities and tasks assigned?
     
     

D2.4  

Communication



D2.4.1  Communication Procedures



(a)
Are there procedures for communicating during an emergency situation and the subsequent recovery with:

· Employees?

· Customers?

· Vendors?

· Government officials and agencies?

· Other stakeholders?

· News media 

· General public?
     
     

D2.4.2  Coordination



(a)
Have procedures been established for co-ordination of information both internally and externally during an emergency?
     
     

(b)
Have procedures been established to accommodate the needs of media personnel during an emergency?
     
     

D2.4.3  Information Dissemination



(a)
Has a system been identified to carry out pre-emergency public information, community relation activities and relevant planning/ response participants and does this include provisions for informing the public of what hazards to expect and what precautions to take?
     
     

(b)
Has one department or individual been designated to coordinate with or speak to the media?
     
     

(c)
Is this system available 24 hours per day?
     
     

D2.4.4  Information Sources and Database Sharing



Not required as a specific plan element for these planning guidelines.  The requirement for coordination of information and data sharing may addressed in element 2.4.2.(a) above. 
     
     

D2.4.5  Notification



(a)
Has a central location or phone number been established for initial notification of an emergency? Is it available on a 24 hours-per-day basis?
     
     

(b)
Are 24-hour points of contact with government response organizations listed in the procedures?
     
     

(c)
Is the initial notification process clear as to who calls whom, when, and how?
     
     

(d)
Does the initial notification process include a standardized list of information to be collected and/or provided?
     
     

(e)
Have procedures for internal and external notification of an emergency situation been developed?
     
     

D2.5  Resources



D2.5.1  Resources



(a)
Do mutual aid agreements exist to facilitate support between organizations?  Are the agreements listed in the emergency plan?
     
     

(b)
If mutual aid agreements are in place, are they reviewed and updated annually?
     
     

D2.5.2  Personnel



(a)
Have the trained personnel available for response been identified?
     
     

(b)
Are sufficient personnel available to maintain a given level of response capability?
     
     

(c)
Has the availability of special technical expertise necessary for response been identified?
     
     

D2.5.3  Equipment



(a)
Are the equipment and supplies necessary for protracted emergency operations identified?
     
     

(b)
Does a program exist to regularly test equipment and to provide a schedule for regular maintenance?
     
     

D2.5.4  Facilities



(a)
Have facilities and procedures been identified for employees requiring evacuation or temporary relocation as a result of an emergency?
     
     

(b)
Have facilities been identified that are suitable for command centres, such as an Emergency Operations Centre or an Emergency News Centre?
     
     

(c)
Are the command centres equipped with back-up power systems and adequate supplies to permit operations for several days following a significant emergency situation?
     
     

(d)
Are critical systems (e.g., communications and computer systems) supplemented with backup procedures and disaster recovery plans?
     
     

D3.  

Emergency Response



D3.1  Operations



(a)
Does the plan address the classification of events into categories or stages of escalation and is there a procedure for classifying the emergency situation?  Is the responsibility and authority for classifying emergency situations clearly specified?
     
     

(b)
Is flexibility built into the classification procedure? Are there allowances for personal judgement?
     
     

(c)
Is the procedure for classifying an emergency situation clear and reasonably easy to use? 
     
     

(d)
Are the procedures and contacts necessary to activate or deactivate the organization clearly given in the plan?
     
     

(e)
Have any multiple notifications required by overlapping jurisdictions (e.g., federal, provincial, local, and company policy) been addressed?
     
     

(f)
Does a network exist for notifying and activating response personnel?
     
     

(g)
Have appropriate standard response procedures been established to activate facilities and co-ordinate emergency operations?
     
     

(h)
Is the control of response, operations, monitoring, and repair teams vested in a single emergency response facility or is it defined between multiple emergency response facilities?
     
     

(i)
Have appropriate implementing procedures been developed for the personnel conducting emergency operations?
     
     

(j)
Have damage assessment procedures been developed?
     
     

D4.  

Administration



D4.1



D4.1.1  Training



(a)
Have the training needs for the organization been identified and is training provided to response personnel?  
     
     

(b)
Has the level of training available been matched to the responsibilities or capabilities of the personnel being trained?
     
     

(c)
Does the training program provide for refresher courses or some other method to ensure that personnel remain up to date in their level of expertise?
     
     

(d)
Has each employee in a response role been briefed or trained on the specific duties and responsibilities in an emergency situation and on the workings of the emergency response plan?
     
     

(e)
Do refresher courses reflect changes to plans and procedures and lessons learned during actual emergency situations and drills and exercises?
     
     

D4.1.2  Testing and Drills



(a)
Does the plan provide for training exercises to test the response organization and the plan and its components regularly?
     
     

(b)
Are exercises conducted yearly to test the organizational structure?
     
     

(c)
Are communications networks tested on a regular basis?
     
     

(d)
Does each member of the emergency response organization participate in at least one drill or exercise every two years to demonstrate proficiency in assigned response duties and responsibilities?
     
     

(e)
Does the exercise plan project an exercise every two years that will test most plan components?
     
     

(f)
Does an exercise schedule or plan exist to test all components of the emergency response plan within a three-year period?
     
     

(g)
Does the exercise schedule plan to test the emergency response communication system with local authorities at least annually?
     
     

(h)
Does the organization provide a mechanism to review and critique activities of an actual emergency response to identify shortcomings?
     
     

(i)
Is there an after-action tracking system to assure re-mediation of the concerns identified by the evaluation and critique.
     
     

D4.1.3  Other Planning Elements



(a)
Have all appropriate individuals and groups reviewed, accepted or approved the plan?
     
     

(b)
Are self-assessment, review and update of the emergency preparedness plan conducted annually?
     
     

(c)
Are the organizational structure and notification lists and telephone rosters defined in the plan designated for review at least semi-annually?
     
     

(d)
Is there a listing of the addenda and attachments provided with the plan?  Items that may be cited as attachments include maps, evacuation plans, a community relations plan, a health plan, resource inventories (personnel, equipment, contractors), laws and statutory responsibilities, mutual aid agreements etc.
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